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CALIFORNIA'S DATABASE BREACH NOTIFICATION SECURITY ACT:
THE FIRST STATE BREACH NOTIFICATION LAW IS NOT YET
A SUITABALE TEMPLATE FOR NATIONAL IDENTITY THEFT LEGISLATION

BY: TIMOTHY H. SKINNER"

|. INTRODUCTION

* In March 2003, hackers stole records that included the names, social security numbers,
addresses and e-mail addresses of 55,000 students and faculty from the University of
Texas at Austin.*

* In February 2003, a burglar stole a computer from Triwest Healthcare Association that
held the social security numbers and health records of 500,000 employees of the U.S.
Department of Defense.?

* In February 2003, a data processing center in Nebraska reported that eight million credit
card numbers were stolen from its servers.?

* InJanuary 2003, the University of Kansas confirmed that the records of 1,400
international students were removed from its online system.*

* InJanuary 2003, a Canadian insurance company warned 180,000 of its clients that their
personal information (including account details, beneficiaries, social insurance numbers,
pension fund values, and mothers’ maiden names) was at risk because the insurance
company’s computer services provider, IBM Information Systems Management, reported
that a hard drive that contained customer information was missing.®

* In April 2002, hackers broke into a California state database and accessed names, social
security numbers, and payroll information regarding 265,000 state employees.®

* In December 2002, laptops and hard drives were stolen from Tri West Health Care which
contained the nhames, addresses, telephone numbers, birth dates and social security
numbers of 562,000 members of the military and their dependents.”

{1} Attacks on poorly-secured information systems containing personal information are nearing
epidemic proportion. Hardly a month passes without a news story regarding a security breach
that exposed hundreds or thousands of data subjects’ personal information. As dependence on
e-Commerce continues to expand, personal information stolen from poorly secured systems is
becoming a multi-billion dollar industry.

{2} Since the birth of the Internet, legislative efforts have focused mainly on punishing the
offenders, generally referred to as “hackers,” rather than improving the quality of system
security.® This emphasis originated with the legislative view that hackers with idle time on

their hands were the cause of the problem and that the exploitation of vulnerabilities in
organizations’ computer systems was merely the effect. In recent years, however, the paradigm
has begun to shift. Federal and state legislatures are beginning to view poor system security as
the cause of private information exposure and the malevolent behavior of hackers as the effect
of poor system security. As this new paradigm is shifting the onus from the hackers to those
hacked, the focus of information security is shifting from criminal law to civil law.

{3} This shift is reflected in recent California legislation: the Database Breach Notification
Richmond Journal of Law & Technology- Fall 2003- Volume X, Issue 1



TimotHY H. SKINNER- CALIFORNIA’S DATABASE BREACH INOTIFICATION SECURITY ACT

Security Act (“SB 1386”).° For the first time, a legislature shattered the aging paradigm

and at least implicitly, focused on a first line of defense: securing the systems that store
personal information.’® SB 1386 is unique in that it requires California state government
agencies, organizations, and persons that do business in California (collectively referred to as
“organizations” herein) to promptly notify California “residents” when they have a reasonable
belief that a system breach occurred which possibly exposed data subjects’ personal information
to third parties.** Although SB 1386 has many notable deficiencies, it does provide a good
starting point for addressing the issue of security breach notification and maintains a good
balance between the interests of corporations and their data subjects.*?

{4} It is important to understand the background and circumstances that led to the enactment of
SB 1386 before analyzing its provisions and impact. Part Il of this article will focus on computer
security breaches and the resulting rise in identity theft that caused the California legislature

to pass this bill. Part lll will discuss the creation of SB 1386 and its strengths and weaknesses.
Part IV will study efforts to require breach notification at the federal level. Part V will address
the curative or protective measures that should be taken by: (1) organizations wishing to

avoid a breach; and (2) individuals whose personal information was disclosed as a result of a
security breach. Part VI will conclude by finding that using SB 1386 as the template for federal
legislation would be unwise, unless the issues discussed herein are addressed.

Il. SECURITY BREACHES AND THE RISE OF IDENTITY THEFT
A. Security Breaches

{5} According to one online security firm, the average U.S. company’s computer security is
attacked by intruders thirty times per week.*®* These intrusions are known as security breaches.
What constitutes a security breach will vary depending on the source of the definition. The most
generic definition of security breach is a successful attack on a computer system’s security
controls in order to penetrate the system to acquire or corrupt information on the system, thus
disrupting the confidentiality, integrity, or availability of the information on the system.

{6} Security breaches can come from outside an organization - for example, via hackers trying
to break into the system. Breaches may also come from inside, typically from disgruntled
employees, embezzlers, or even system administrators who have viewed information they are
not authorized to access.'* To date, most breaches come from within organizations. Employees
either exploit their legitimate access to data or exceed their authority to view data otherwise
restricted by company policy. There is evidence, however, that this trend is changing.t®

{7} A large part of the problem is that computer security is not viewed as a priority by many
organizations. More importantly, it is not viewed as a priority by the people who authorize
funding of security initiatives within organizations. There is not a strong organizational culture
of data security throughout many organizations, even though they maintain or have access to
the personal data of millions of Americans. This is due in part to the relative ‘newness’ of the
electronic age, but . .. [is] more attributable to the absence of law and policy that would require
organizations to take seriously the issues of data security and policy. 16

For example, although eighty-percent of the companies participating in one study reported that
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they had a security policy in place, only forty-seven percent said that this policy was embraced
by line and functional leaders.’

{8} There are commonly two types of security breach victims.'® The first is the person or
organization that suffers from the breach and the second is the data subject whose personal
information is contained on the system that was attacked. Generally, the data subject is a
consumer who provided information to a business in order to purchase goods or obtain some
other service, but might also be an employee whose personal information was provided to an
employer to secure employment or employee benefits, or a patient at a hospital or doctor’s
office, or even a law firm’s client.

{9} As noted above, the purpose of most malevolent breaches is to gain access to information.
Sometimes breaches are, however, desighed to gain an unfair advantage in the marketplace.
Other times, and with growing frequency, the purpose of security breaches is to access personal
information to commit identity theft.

B. The Rise of Identity Theft

{10} Identity theft is the taking of another person’s social security number, date of birth, or other
personal information for the purpose of assuming the data subject’s identity in order to secure
goods and services on the data subject’s accounts.'® Identity thieves may also use the victim’s
information to secure employment or apply for government services.?° Credit reporting agencies
reported a rise in identity theft cases from 35,235 in 1992 to 522,922 in 1997.%*

{11} The FTC reported that identity theft complaints nearly doubled between 2001 and 2002.22
In 2002, the FTC reported receiving 218,714 reports of possible or actual identity theft.>®> The
U.S. Department of Justice estimates that as many as 700,000 U.S. consumers may fall prey
to identity theft each year.?* These complaints account for forty-three percent of the consumer
fraud complaints filed.2®> A nationwide study conducted in 2002 revealed that one in twenty
people was a victim of identity theft.?® According to the U.S. Treasury, the cost of this illegal
conduct is between two and three billion dollars per year for credit cards alone.?”

{12} Varying estimates have been given for the amount of “out of pocket” expenses that afflict
the average victim of identity theft.?® The range is anywhere from $800.00 to $1,100.00.2°

The following additional identity theft damages have been noted: personal time spent fixing
problems with personal accounts, loss of productivity, emotional distress, higher mortgage

and interest rates, lack of purchasing power, and loss of vacation time spent dealing with theft
issues.®® The personal time the average victim spends attempting to restore his identity3! is 175
hours.??

{13} Victims usually do not discover that someone has stolen their identity until fourteen months
after the information is acquired.>®* Once discovered, it can take years to clear up identity

theft issues.®* Part of the problem is that merchants rarely tell customers about breaches
voluntarily.®® Instead, they wait for customers to complain about unauthorized activities.*® The
result of businesses withholding information from the public is that the government is less
equipped to get an overall understanding of where resources should be applied, thus making
the nation more vulnerable to cyber-attacks.®” Moreover, if organizations do not report breaches
to law enforcement authorities, the hackers remain in obscurity, free to act with impunity. In an
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effort to curb computer security breaches and to empower victims of identity theft, the State of
California enacted the first state computer security breach notification legislation in the United
States.

lll. THE CREATION OF AND REACTION TO SB 1386

{14} SB 1386 has become a hot topic in security and business circles nationwide.*® One author
believes that because of California’s size and leading role in the high-tech industry, SB 1386
“could create a de facto national disclosure policy” even absent the passage of federal legislation
on the subject.®® Others have noted that this law could have a global effect.*° In order to
understand the circumstances that led to the passage of this law, it is important to understand its
history.

A. History of SB 1386

{15} On April 2, 2002, the Stephen P. Teale Data Center (“Data Center”), a state-operated data
storage facility** in California, was breached by an unknown attacker.*?> The Data Center houses
social security numbers, first and middle initials, last names, and payroll deduction amounts

on full and part-time California state employees.** The personal information of all 265,000
state employees was potentially exposed during the breach.** Although the Data Center breach
occurred on April 5, 2002, it was not discovered until May 7, 2002, and employees were not
notified until May 21, 2002.° The breach was discovered during routine maintenance on the
system on May 7.4¢ According to Kathleen Connell, the Controller for the State of California, the
Controller’s Office then directed the Data Center to “disconnect” the computer that had been
breached.*” At that point, the Controller’s Office’s representative on the Sacramento Valley Hi
Tech Crime Task Force was notified of the breach.*® The Task Force then took control of the
criminal investigation.*® The Task Force then advised the Data Center to determine whether any
information was removed.*® The Task Force also told the Data Center not to report the breach
during the investigation.5*

{16} A spokesman for the Governor of California suggested shortly after the breach that the
state did everything it could to prevent the break-in.>2 During the investigation, however, it

was discovered that the server that was breached sat outside the Data Center’s firewall.>®* No
explanation was given for this anomaly. Shortly after the incident, state officials also reported
concern over the ease with which the hackers accessed the system.>* The Data Center operators
admitted they actually employed few of the existing Data Center security procedures in place to
protect the system.%®

{17} Furthermore, after the attack, conflicting information was reported regarding the regular
maintenance of patches at the Data Center.%® Early reports stated that patches® that should
have been installed at the Data Center prior to the incident were not operating.®® A California
Controller’s Office representative indicated, however, that the Data Center applied a required
patch to one of two servers that held state employee payroll deduction information, but not the
one that was breached.®® This representative admitted that if the patch had been installed on
both servers, “that attack would not have been successful.”®®

{18} The Data Center director was less than reassuring on the issue of whether personal
information had been viewed, downloaded or printed during the attack. He suggested that
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